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Abstract. The proliferation of Internet of Things (IoT) devices has led to an exponential rise in the
generation and collection of Personally Identifiable Information (PIl) data. Securing this sensitive
data is paramount, requiring robust cryptographic algorithms. This paper investigates the
suitability of the BLAKE3 cryptographic hash function for protecting PIl data in 0T environments.

We delve into the theoretical underpinnings of BLAKE3, analyzing its security properties and
implementation efficiency.

Keywords: BLAKE3, Cryptography, PII, 0T, Security, Hashing

|. INTRODUCTION

The everexpanding landscape of loT devices presents both immense opportunities and
significant security challenges. As these devices collect and transmit an abundance of data,
including PII, ensuring its confidentiality and integrity becomes crucial. Traditional cryptographic
algorithms, while effective, may not be optimal for resowwoestrained 10T devices due to their
computational complexity.

Il. RESULTS AND ANALYSIS

BLAKES3 emerges as a compelling candidate for securing Pll data in 10T settings. This next
generation cryptographic hash function boasts several advantages:

Security:BLAKES3 inherits the robust security guarantees of its predecessor, BLAKE2,
offering resistance to various cryptanalytic attacks It operates on input data through a series of
compression steps, each involving:.

Initialization: Internal state variables are initialized with specific constants.

Mixing: The state is manipulated using a combination of bitwise operations (XOR, rotations,
shifts) on message words and state variables. This mixing process helps to diffuse the influence of
each input bit throughout the final hash value, making it difficult to predict the output from any
specific input modification.[1]

Compression: The state is updated through a-linear function, further mixing and
compressing the data. This nlimearity strengthens the algorithm's resistance to cryptanalysis.

Finalization: The final state is transformed into the fikauyth hash output.

Performance: BLAKES3 is significantly faster than widely used counterparts like-Z28A
and SHAS3. This is crucial in 10T where devices often have limited computational power. Faster
hashing allows for lower battery drain and quicker processing of sensitive PIl data.

The benchmark of 16 different hashing algorithms is at Figure 1.
13
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Performance on AWS c5.metal, 16 KiB input, 1 thread
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Figure 1.benchmark of 16 KiB inputs on a Cascade L8ke8275CL server CPU from 2019 of
different hashing algorithmig]

Optimized for Modern HardwardLAKE3's design leverages SIMD instructions present in
modern processors for substantial performance gains. This makes it aphomfrealgorithm,
scaling well as hardware evolves.

ParallelizationBLAKE3's design allows for efficient parallelization, further enhancing its
performance on multore processors, potentially common in some IoT devices.

BLAKES divides its input into consecutive chunks, each consisting of 1024 bytes. If the input
is not empty, the last chunk may be shorter, but it cannot be empty. In cases where there's only one
chunk, it serves as both the root node and the sole node of the tree. For multiple chunks, they are
organized into parent nodes, each with precisely two children. The structure of the tree follows two
rules governing its assembly.[1]

BLAKES offers asingle algorithnthat performs well across different architectures, including
x86-64 and smaller platforms. This simplicity makes it easier to implement and maintain in loT
devices. [2]

BLAKE3 isresistant to length extension attacks, a weakness found in some other hash
functions. The comparison @LAKE and other hash functions throughput displayed at Figure 2.

I1l. DISCUSSION AND CONCLUSION

The exploration of BLAKE3 as a cryptographic solution for safeguarding PII data in loT
environments reveals promising attributes. With its robust security guarantees inherited from
BLAKEZ2 and its efficient implementation, BLAKE3 offers a compelling option for ensuring the
confidentiality and integrity of sensitive data. Moreover, its performance advantages, including
speed, optimization for modern hardware, and support for parallelization, makesuited for the
resourceconstrained nature of loT devices. By addressing both security and efficiency concerns,
BLAKES3 emerges as a versatile and reliable choice for protecting PIl data in the dynamic landscape
of loT.
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Figure 2. Throughput for singlehreaded BLAKE3 and other hash functions on a Rasperry Pi
Zero, measured in cycles per byte. This is ®#BARM1176 processor. Lowerfaster.[3]
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Abstract The life intellectualization accelerates the management systems transformation in smart
and ecological directions. The modern business and urbanization trends increase the harmful
impact on the environment, actualize the role of smart systems for balanced climate decisions
making. The purpose is to conceptualize the implementation of effective climate solutions based on
air quality loT-monitoring. Data reliability criteria are substantiated and methods of improving
data reliability based on loT are justified. An integral indicator of air quality assessment is
proposed. A conceptual model for increasing the effectiveness of climate solutions is developed.
Model will be useful for air quality reliable information monitoring.

Key words: 10T, Data Quality, Data Reliability criteria, Air quality estimation, conceptual model.

l. INTRODUCTION

Air is the foundation of life, and the wddleing and future of people depend on its quality.
Transnationalization contributes to the development of hazardous industrial production, which has a
detrimental impact on the ecological environment, primarily the air quality. This system becomes
globally significant in the context of achieving the United Nations Sustainable Development Goals.

The Environmental Protection Agency implements a-tiea Air Quality Index (AQI) as a
global measure of air quality to report on air quality affecting health and experienced several days
after inhaling polluted air. The EPA calculates this index for five pollutants: grewetl ozone,

PM pollution, carbon monoxide, sulfur dioxide, and nitrogen dioxide. It establishes national air
guality standards for each of them to protect the health of the population [1].

The current level of development of artificial intelligence allows for the implementation of
solutions to improve lifestyle and its ecological footprint through IoT (Internet of Things)
technologies and cloud computing. Air quality monitors based on loT technologies are crucial for
avoiding the impact of fine particulate matter and controlling human influence on the environment.
Operational climate decisions based on loT replace climate policies due to their deep analytical
capabilities and rationality in forming optimal paths for society's adaptation to climate change,
viewed as a "business problem" [2].

The implementation of intelligent systems, including lIoT technologies, big data solutions,
cloud platforms, and cybersecurity methods, for monitoring environmental pollution and supporting
sustainable living has become a widespread research direction [3].

In contemporary research, the effectiveness of air quality monitors is focused on efficient data
processing, data interpolation, and forecasting air pollution levels [4]. |0T technology enables air
guality monitoring systems to analyse Bale environmental data, measuring levels of carbon
monoxide, smoke, and particle pollution. These measurements are conducted locally, and based on
the analysis of generated data, the system can notify people using integrated notification
mechanisms such as Zoomer [5].
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An loT-based monitoring structure can effectively track environmental changes using sensors,
microcontrollers, and control parameters like temperature, humidity, and the level of harmful gases
in the air. Data for all air quality parameters are stored on a web server, accessible to users
worldwide via internet connectivity [6].

The drawbacks of air quality sensors, such as essitivity between pollutants, the
influence of traffic, weather, and human behavior, are mitigated through machine |dzsaty
calibration [7]. To assess the concentration of harmful substances in the air, mathematical models
are developed for integration into a calibrated air quality sensor, known as a virtual sensor [8].

Analysis of current research reveals the lack of a unified approach to the quality of data
generated by 10T technologies for optimizing climate solutions.

The research aims to develop a conceptual model to enhance the efficiency of climate
solutions based on loT air quality monitoring.

Il. DATA AND METHODOLOGY

Air quality monitoring is a regular, loagerm assessment of various pollutant levels by
measuring their concentrations in the open air, implemented through ambient observation networks.
loT represents a new technological paradigm for air quality management systems, facilitating
communication and information exchange among heterogeneous objects to universally collect and
process data for decisianaking and actions to prevent adverse health effects on people [9].

This study is based on two complementary methodological approaches to air quality
monitoring: the European Union approach and the U.S. Environmental Protection Agency (EPA)
approach. Air quality monitoring systems are a stumbling block in implementing pollution
mitigation strategies and controlling variable air quality to provide the government and the public
with information on the current levels of gases and patrticles in the air.

This information is used to make informed decisions to prevent harmful impacts on human
health [10].

Monitoring data is applied to assess, forecast, and reduce pollutant levels. At the same time,
environmental authorities develop regulatory acts that regulate monitoring and take into account the
quality of data and indicators that must be met [11].

Despite the numerous advantages of l0oT systems, the data they generate is unreliable,
impacting the reliability of climate decisions. Firstly, they use inexpensive sensors that lack
accuracy, and secondly, 10T is susceptible to various factors due to involvement in open platforms
[12].

Therefore, the main predictor of effective air quality monitoring is not the implementation of
loT technologies but the analysis of data quality for air quality moniteridgta Quality (DQ). EU
and EPA approaches reveal DQ analysis in the field of air quality monitoring. Intelligent
technologies supporting proper air quality include air quality sensors and controllers with the
architecture of the latest embedded systems. They determine air quality parameters: CO, PM2.5
particulate matter, nitrogen dioxide N®zone @, ammonia NH, temperature, pressure, humidity.
Sensor data is calibrated using machine learning methods to improve performance. Su¢ach high
system performs predictive functions and has a rhelid convolutional neural network with a
closed recurrent block, which can detect pollution concentrations for the next hour [13].

Modern methods of data interpolation include long stesrh memory convolutional models,

a combination of convolutional neural networks that automatically manipulate both spatial and
temporal characteristics of the data [4]. Data aggregation, or merging, contributes to increased data
accuracy, expanded coverage in terms of space and time, improved performance, and spatial
temporal resolution enhancement [14].
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lIl. RESULTS AND ANALYSIS

The criteria for data quality in 10T air quality monitoring are presented in Table 1.

Table 1. Criteria for data quality in 10T air quality monitoring

Criteria UNION approach EPA approach
Uncertainty level |Maximum allowable error of |Population sampling uncertainty &
m 1 fixed measurements: 25% measurement without considering
the Displacement criterion.

Minimal data Maximum percentage of missiiNot defined

reading values over a specifjgeriod:

M 2 10%

Minimum data reading rate: 90

Minimal time For measuring particulate mattNot defined

coverage 14% (oneday measurement pe

m 3 week randomly throughout the

year)

Minimum number [Fixedmeasurements depend oNot defined

of sampling pointsjthe population of a specific are

m 4 and the data volume

Precision level Not defined Random error component and thg

M 5 degree of agreement between
repeated measurements of the sg
property under identical condition

Displacement Not defined Component of uncertainty that

degree m¢( amplifies the distortion of the
measurement process and cause
errors in air quality assessments.

Limit of detection |Not defined Minimum concentration of a

M 7 pollutant resulting from aingle
measurement with a stated level
probability

RepresentativenegHas a minimum number of Measurement of the population

degree sampling points and minimum component of uncertainty, the ext

m 8 temporal coverage to which data accurately represer
the frequency distribution of a
parameter in the population.

Comparison degreNot defined The degree of confidence with

m 9 which one set of data can be
compared to another, considering
units of measurement and
applicability to standardtatistical
methods.

Completeness leviNot defined The ratio of obtained reliable data

m1l0 expected data. 75% of the data.

Developed by the author based on-[.

The Air Quality Estimation integral indicator (AQE) is a function of the sum of data quality
criteri a: AQE = f (X1, e, X10) . Data quality
technological data processing methods: calibration, interpolation, aggregation, and outlier detection.
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Conceptually, the model for improving the efficiency of climate decisions based on IoT air
guality monitoring is a system of synergistically connected elements: criteria for air quality data and
corresponding methods for their improvementepicted in Figure 1.

(Bn1 + M5+ M6 + M8 )

AAccurate monitoring of
changes in air values

AEstablishing compliance
with standards

AReduction of estimat
errors

Arv2 + m3

AFilling in the missing air

quality intervals

ncreased readability data
*Timing

optimization of

Aincreasing the el
\represent%\tiven Data | = Data ristics J
sraite) / calibration interpolation \
- ¢ N
Data Emission
aggregation detection
An1+X3+X6+X10 MAMS X7 + MY
Adata forecasting *facilitating
Adata reliability targeted
increasing measurements
ATime and spatial | A increasing accuracy of
expansion of coverage measurements
Aincrease in completeness Aimely warning about a
ial ' \_ dangerous level of emissigis

Figure 1. A conceptual model for improving the efficiency of air quality monitoring based on IoT

IV. DISCUSSION AND CONCLUSION

Monitoring air quality based on loT, wheamploying methods to enhance data reliability
such as data calibration, interpolation, aggregation, and emission detection, transforms the
understanding and expands the potential for environmental protection. Data is stored on servers and
is accessible to people in raahe, regardless of their location (Hassan et al., 2020). The objectivity
and prudence of climate decisions to prevent the negative impact of air pollutants on human health
depend on the reliability and credibility of loT monitoring data (Liu et al., 2019). The accuracy and
impartiality of IoT monitoring data are verified through a systematic analysis of data quality
criteria. A set of criteria for data quality and reliability forms the basis of the air quality assessment
function, yielding an integrated air quality assessment indicator.

The conceptual model for improving the efficiency of I0T air quality monitoring is based on
reliability criteria from both European and American approaches (UNION, E., et al., 2008; UEPA,
2017) andcorresponding methods aimed at enhancing these criteria (Lin et al., 2019; Zaidan et al.,
2020; Lin et al., 2020; Huang et al., 2020; Concas et al., 2021; Sonawani & Patil, 2024; Le et al.,
2020).
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Abstract. This work is focused on creating a system for reconstruction of incidents in the field of
public safety based on the use of 0T architecture and researching various ways and technologies,
capable of accomplishing this mission. This system will allow to collect and analize information
about various incidents and emergencies, using loT architecture and UAV technology, to recreate
them for further analysis of them, rescue operations and creating effective means of stopping them.
Use of LIDAR technology along side loT systems and UAV will allow it to work in any environment
while maintaining effectiveness.

Keywords: Information Technology, 10T, UAV, Incident Reconstruction, Public Safety, loT
Architecture

l. INTRODUCTION

In recent years, théntegration of Information Technology (IT) and Internet of Things (loT)
architecture has shown significant promise in enhancing public safety measures, including taking
part in incident reconstruction processes. This thesis explores the application of loT architecture in
complex incident reconstruction within the domain of public safety. It investigates the utilization of
loT devices, data analytics, cloud computing, and other IT tools to improve the efficiency and
effectiveness of incident reconstruction, including usage of UAV technology, thereby contributing
to better decisiomaking and response strategies in emergency situations. The study aims to
provide insights into the potential benefits, challenges, and future prospects of leveraging IoT
architecture for incident reconstruction in public safety contexts.

Il. DATA AND METHODOLOGY

The research methodology involves a combination of qualitative and quantitative approaches.
Qualitative methods include literature review, case studies, and expert interviews to gather insights
into current practices, challenges, and opportunities in incident reconstruction using loT
architecture. Quantitative methods involve data analysis and modeling to evaluate the effectiveness
and efficiency of lothased incident reconstruction systems. The study may also involve the
development of prototypes or simulations to demonstrate the practical implementation of loT
solutions in public safety contexts.

21



[ Olsj te'lBdBkd ¥ 20 HzORC-FEOC st wpdel j tjdeayn J t f dAwB L w RV R U vrmy [ {1 wy:
lrtaelrsuvRrl®"BjtjLdgw. 20RM ST LUYZ, 2024 t5.

During the main part of study the qualitative evaluation of protdelving was held in 30 minutes
cycles of professional activity in different stages of project and unpredicted conditions too.

Working EnvironmentMicrosoft Project, Visual Studio, physical workplace.

Working EquipmentAcer laptop, LIDAR.

Research Environmentodered, physical workplace.

Subject:Test variation public safety smart system.

The study includes two roles in project management.

Role 1.Developer Main types of activities: developing and executing test cases, analyzing
test resultsreviewing specifications, identifying and reporting bugs, researching new technologies,
tools, and testing procedures.

Types of stimulicode, scientific and theoretical questions, practical problems.

Analyzed dataTest results, scientific and engineering studies.

The expected result of working system and process of reconstruction is shown on picture 1.

Figure 1. Expected result of working system

[ll. RESULTS AND DISCUSSION
The results is test version of a system which consists of two main parts: stationery, consists of 10T

elements for collecting data on the ground and analyze it, and aerial, consists of robots for
collecting data in areas with damaged or destroyed stationery elements, and/or areas which is
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hard/impossible/dangerous to enter. However, there is still a lot of work ahead, due to problems in
system's functioning and data analysis.

V. CONCLUSION AND FUTURE DIRECTIONS

In conclusion, this study sheds light on the potential of IoT architecture in enhancing incident
reconstruction processes within the realm of public safety. The development of a test version of a
system incorporating IoT elements and UAV technology marks a significant milestone in this
endeavor. While challenges persist in system functionality and data analysis, the findings provide
valuable insights for future research and development efforts.

Moving forward, continued collaboration between researchers, practitioners, and stakeholders is
essential to overcome existing challenges and realize the full potential -baé®d solutions in
incident reconstruction. By addressing technical limitations, refining data analysis processes, and
improving system integration, we can advance towards more effective and efficient incident
response strategies, ultimately enhancing public safety and resilience in the face of emergencies.
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Annotation. The paper thoroughly analyzes the impact of the Internet of Things (IoT) and artificial
intelligence (Al) technologies on the modern business sphere. The main focus of the research is on
their contribution to enhancing the efficiency of production processes, optimizing customer
interactions, and improving management practices. The obtained results emphasize the significant
opportunities for using these innovative solutions to reduce costs, increase productivity, and
enhance the competitiveness of enterprises.

Keywords: Internet of Things (loT), artificial intelligence (Al), data, analysis, efficiency

l. INTRODUCTION

Over the past decade, the volume of data generated by businesses in all industries has been
increasing. A large portion of this data can be utilized to improve operations and make better
management decisions. The relevance of 10T lies in its ability to collect this data-imeéiom
various sources: from sensors in production lines to devices in a "smart" office.

On the other hand, artificial intelligence provides means to analyze these large volumes of
data and extract useful information. Machine learning and data analysis algorithms enable
identifying trends, forecasting demand, detecting anomalies, and recommending optimal solutions
for enterprises. Major corporations are already actively using IoT and Al to enhance efficiency and
competitiveness.

For example, General Electric implements the Predix system, which utilizes loT for
equipment monitoring, data collection, and analysis of their status.

The application of artificial intelligence helps understand this data and timely respond to
potential issues, thereby reducing costs for maintenance and avoiding unforeseen equipment
downtime. In the retail sector, Amazon utilizes artificial intelligence to personalize offers for
customers based on their past purchases and product views. This allows the company to maximize
sales and meet individual customer needs.

Il. DATA AND METHODS

For the successful integration of the Internet of Things and artificial intelligence into business,
access to diverse data is necessary. This data can be obtained from various sources, including date
from loT sensors, data on production processes, customer data, and data from various Internet
sources. Special sensors can be installed on equipment or production lines to collect data from IoT
sensors, which transmit information via wireless networks to a central server for further processing.

As for data analysis, methods of artificial intelligence such as machine learning algorithms
and data analysis are used. This allows identifying patterns, forecasting events, and making
recommendations based on the data obtained. One of the methods is personalized offers for
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customers. Based on the analysis of customer data and their behavior, individual offers,
recommendations, and promotions can be created to match their needs and preferences.

Another important method is re@me issue resolution. By using analytical tools, problems in
production, servicing, or supply can be quickly identified and addressed, reducing equipment
downtime and increasing overall enterprise efficiency.

lll. RESULTS AND ANALYSIS

The implementation of monitoring systems using loT sensors has reduced equipment
downtime by 20% over the last quarter.

Artificial intelligence analyzes this data and makes recommendations for optimizing work
processes, allowing the enterprise to increase productivity and reduce maintenance costs.

The analysis of large volumes of data using artificial intelligence helps managers make
informed decisions regarding strategic planning and company development.

For example, forecasting algorithms allow predicting changes in market conditions and
adapting strategies accordingly.

IV. DISCUSSION AND CONCLUSIONS

The integration of the Internet of Things and artificial intelligence into business proves to be
extremely important in modern conditions, where competitiveness and speed of deaking
determine the success of the company.

Our research demonstrates that these technologies can significantly improve the efficiency of
production processes, customer interaction, management, and strategic planning.

The results show that the implementation of monitoring systems using loT sensors and data
analysis using artificial intelligence allows enterprises to reduce costs, increase productivity, and
enhance customeatisfaction.
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Abstract.loT platforms a set of components that allows developers to spread out the applications,
remotely collect data, secure connectivity, and execute sensor management. ThingsBoard Inc. is
one of the companies which offer ofsurce and not opesource platforms for creating loT
solutions. Both of the platforms are very flexible and affordable for creating test versions of
solution and ready for the market solutions.

Keywords: Internet of Things (loT), platform, opesource, technology, feature.

l. INTRODUCTION

Today we have many opportunities for creating 10T solutions. Everything may be achievable
by developing everything from scratch as a backend part and as a frontend part. Many developers
prefer creating everything by themselves. 10T platforms a set of components that allows developers
to spread out the applications, remotely collect data, secure connectivity, and execute sensor
management. An IoT platform manages the connectivity of the devices and allows developers to
build new mobile software applications. And in my opinion it is one of the best ways to create loT
solutions, so that | decided to use one for creating my project.

Il. DATA AND METHODOLOGY

Today many people are familiar with such popular IoT platforms as Microsoft Azure, Google
Cloud IoT,IBM Watson loT Platform. Out of the blue Microsoft has decided to retire a key plank
of its Azure loT platform, leaving developers currently building systems high and dry. In a
statement on the Azure console, Microsoft confirmed the Azure IoT Central service is being retired
on March 31, 2027 [1]. IBM made a similar move to end its Watson loT service at short notice in
November 2022. It said it would "sunset the Watson IoT Platform service on IBM Cloud effective
December 1st, 2023 without a direct replacement” [1]. Based on the information, we can say that
these platforms are slowly moving back. Because 10T Platform is not the main direction and
product of such corporations. And to replace them, there is such a company as ThingsBoard Inc.
ThingsBoard, Inc. was founded in 2016. Community Edition loT platform is the most popular open
source project in its class. ThingsBoard's freeware and licensed software is widely used by both IoT
enthusiasts who design and prototype their smart solutions in their garages and industrial customers
with a wide range of requirements for device management, data processing, security, privacy,
analysis, etc. [2].ThingsBoard Community Edition is an opsource loT platform for data
collection, processing, visualization, and device management. ThingsBoard Community Edition
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have such features as asset management and data collectiemseen@gatime dashboards,
customizable rule chains and widgets, integrations with BigData systemdpTNBSigFox,
LoRaWAN support, Rule Engine: ComponeritiingsBoard Rule Engine is a highly customizable

and configurable system for complex event processing. With rule engine you are able to filter,
enrich and transform incoming messages originated by IoT devices and relatedTdsag&Board

have a few native protocols as MQTT, CoAP, HTTP, LwM2M, and SNMP, which allows to
connect the devices directly to the platform. In case using the other connectivity for Community
Edition you may use ThingsBoard Getaway (which is also -spemnce).An advanced
ThingsBoard Professional Edition have more valdded feature®latform integrations, it means

that integration with the thirgarty system or connecting other devices with specific payload
formats directly to ThingsBoard platforms available ThingsBoard allows to configure multiple
custom Entity Groups. You can create an entity group for the devices, assets, entity views,
customers, users, dashboards and edge instances Each entity may belong to multiple groups
simultaneously. RoiBased Access Control (RBAC) allows to create and grant advanced access by
assigning a set of permissions. RBAC roles refer to the levels of access that users may have in a
multilevel hierarchy.White labelling feature allows to configure company or product logo, domain
name, and color scheme in a few clicks with zero coding efforts and no service restart required.

lll. RESULTS AND ANALYSIS

Both of the products allow for the simulation of the data from devices which is really
important for creating a prototype of thelution in the first stage. Since Community Edition is an
opensource platform and free of charge, so everything may be achievable depending only on the
skills. An advanced ThingsBoard Professional Edition have vaflded features for creating real
solutions with own logo and domain. The pricing for Professional Edition is very affordable,
moreover just to become familiar with the advanced feature there is an opportunity to use free trial
for one month.

ThingsBoard IoT Platform is a really good tool with important features for creating loT
solutions. The company also provides documentation, free educational courses, and YouTube
channel which can definitely help to understand how everything works and how receive a good
solution as a result yourself. loT platforms can make life easier for developers by spending less time
on creating everything from scratch.
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Abstract. Theapproach to modeling the functional sustainability of an organizational system based
on the redistribution of internal resources of the system is considered. It is proposed to use
decisionmaking methods to assess the quality of the organizational system. On the basis of these
approaches, a web application is developed to describe the structure of roles and performers of the
organizational system, to reduce risks in case of incapacity of some elements of the system.
lllustrations of the operation of the web application in different modes of its functioning are
provided. The positive features of the developed software and prospects for its development are
described.

Keywords: organizational system, functional sustainability, roles.

|. INTRODUCTION

In today's unstable world, it is extremely important to ensure the stable operation of
organizations and companies with corporate governance in various areas of human activity [1, 2].
This requirement is especially important in the context of the-ieeezasing pace of changes and
challenges that organizations have been experiencing in recent years.

One of the important elements of ensuring the stable operation of organizations is the
application of ideas and tools of the functional sustainability theory [3]. Different perspectives of
FS are studied by domestic scientists Oleg Mashkov, Oleg Barabash, Yuriy Kravchenko, Valentyn
Sobchuk, Volodymyr Pichkur and others. The Ukrainian scientist Oleksandr Dodonov and his
scientific school consider reconfiguration as a way to ensure the system's survivability.

The application of functional ideas to an organizational system is a new formulation of the
problem that can significantly improve the quality of the organizational system. Providing FS using
expert technologies and models of multicriteria optimization has scientific novelty and broad
prospects for implementation and improvement.

For the successful and prompt application of one of the approaches based on the ideas of
ensuring the functional resilience of an organizational system, the author has developed a system
for automated reconfiguration of the functionality of the organization's employees [4]. The system
is implemented in the form of a web application Resilience, which is currently being used in test
mode in the outsourcing IT company Blackbird.
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. PURPOSE OF THE WEB APPLICATION AND FEATURES OF THE PROGRAM
IMPLEMENTATION

The main tasks for which the web application was created are:

- description of the company's relgtructure and executives;

- reducing the risks of failure to perform functions in the event of sudden incapacity of executors;

- identifying the basic and additional skills of the performers.

This application is written using the JavaScript programming language, the BERRN
(PostgreSQL, Express, React, and Node.js). That is, the frontend is written in React, the backend is
written using Express and Node.js, and the database is PostgreSQL.

The application is designed for use in enterprises to reduce the risks arising from the sudden
absence of contractors. At the moment, the application's functionality allows:

- add performers and roles;

- add direct connections between them, i.e. when a performer plays a role;

- add functional connections, i.e. when the performer has the skills to fulfill the role, but it is
not his or her current responsibility.

In the future, we plan to add more based on this data:

- more detailed analytics for each role;

- identify and analyze risks for each role.

The web application has several modes of operation:

Log In When you click on the link, a login window will open and the user will be prompted
to log in toGoogle Also, while the application is in the testing stage, you can log in under a test
account by clicking theTest Sighin'button.

Header After successful login, the header will display the application logo and the user's
avatar. There is also a Sign Out button next to the avatar, which is used to log out of the account.

Menu Menu items are displayed on tleét side of the screen. Home, Roles, Executors. When
you click on Roles and Executors, the correspondingdioa lists with additional menu items open.

TheHome pagalisplays statistics on the current system parameters. At the moment, these are
the number of roles and the number of performers. In the future, it is planned to add the number of
secure and highisk roles, as well as the overall level of organization resilience.

q)l(q- Resilience @ Sign Out

Home @ CEO >
68%
@ Roles A ’
All roles @ FEDev >
64%

Add role

cTo

R Executors v @ >
@ BE Dev >

96%

@ Project Manager >

25%

Figure 1. An interface menu item that illustrates the level of fulfilment of roles

To formalize the mathematical model used in the web application, the following concepts are
introduced: "role is critically underperforming”, "role is moderately underperforming”, "role is
performing sufficiently”, "role is overperforming”. The All Roles page displays all added roles.
Each role displays its icon, name, and a graphical representation of the degree of fulfillment. Roles
that are critically underperforming (<30%) are marked in red. Roles that are moderately
underperforming and obviously risky (>=30% and <60%), as well as those that are overperforming
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(>90%) are marked in yellow. The roles that are moderately fulfilled (>=60% and <90%) are
marked in green (Figure 1).
The degree of role fulfillment is calculated by the formula:

[ =y, V™, @)

where /, - is the degree to which the role is performéd; is the sum of skithours

dedicated to the role ll performer's, and,™= - is the required number of skitlours

Clicking on any role takes you to the page of the selected role.

On this page, you can find details of the selected role (ID, role icon, required and current
number of skill hours per week, title, role weight, save and delete buttons) and the actors assigned
to it.

It should be noted that the indicator of skibburs is used to indicate the degree fulfillment of
role performance. That is, it is assumed that a performer withi@rOqualification for this role
will perform twice as much work per hour as another performer wititenbqualification.

The Add rolegpage contains the items required to add a role.

On the All executorpage, similar to the roles, all executives and their workload with the
organization's functionality are displayed. Executives who are critically underloaded (<15%) or
overloaded (>90%) are marked in red. Yellow indicates those who are moderately underloaded
(>=15% and <40%). Green marks those that are optimally loaded (>=40% and <90%).

When you go to the page of any performer, you can see sections of general information about the
performer (ID, photo, Name, employment, save and delete buttons), as well as their list of skills. Each
skill corresponds to a role. If a skill is checked, it means that the role is performed by the performer.
Otherwise, it is a skill that is not a direct responsibility but can be used in the case of risk apears.

It should be noted that each skill has a qualification indicator and the number of hours per
week devoted to its implementation.

On the Add executgnage, similar to the roles, the items required to add an executor are
indicated.

lIl. RESULTS AND ANALYSIS

A traditional indicator of management quality exists for closed (stable) cybernetic systems,
within certain limits of variables, with a system structure that meets the goals. If the functional
stability of this system is lost, the concept of management quality does not exist, and the new
structure will have its own management quality. To ensure the reliable functioning of the described
model, the organizational system requires formal and documented assignment of responsibility for
the performance of tasks by employees.

You use of the developed web application is allowed:

- Allocate and reallocate functions that are necessary to fulfill roles;

- Determine the level of workload of performers, their ability to fulfill roles;

- Regulate the team of actors in ferformance of the current task;

- Dynamically reduce the risks of failure to fulfill the current tasks facing the system.

In addition, the web application has the following positive features:

- Ease of implementation;

- Ease of use;

- Friendly interface;

- Quickly find a replacement for any role;

- Dynamic reconfiguration of interactions between performers.

It should be noted that in the process of functioning in real conditions, the situation described
in this paper may differ significantly from the idealized one. In the case of temporary defang
failure of a system element, all functions that should be performed by this element may not be
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performed by the system. To fulfill them, it is necessary to make a decision on the redistribution of
functions or their replacement.

IV. DISCUSSION AND CONCLUSIONS

Functional resilience is an important characteristic of a complex system along with other
aspects that indicate the level of stability and protection of the system from external threats:
stability of operation, reliability, survivability and fault tolerance. First of all, functional resilience
indicates the ability of a complex system to maintain a given level of performance of the functions

for which the system is intended, despite damage, information influences, management errors,
failures of some technical subsystems, equipment malfunctions, various disturbances, etc. In
particular, adequate approaches to assessing the quality of the system's functioning allow

formalizing the task of ensuring functional stability and responding to external influences in a
timely manner.

¢

The described web application describes the structure of interconnections between elements

of the organizational system, as well as information and management flows in the organizational
system, in order to automate the reconfiguration of the management system if necessary.
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MODEL FOR CYBER FORENSICS SUPPORT
USING ARTIFICIAL INTELLIGENCE

Oleksandr Derevenko
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Abstract. The object of the study is a model of assistance to cyber criminalists with the study and
development oértificial intelligence. The research is important to improve the work of cyber
forensics with the program and updated data. The paper analyzed the relevance and market of
artificial intelligence. A model has been developed to help cyber forensics. It is proposed to use
online virus libraries to update the data of the artificial intelligence program. The advantages and
disadvantages of the model were analyzed.

Keywords: Forensics, artificial intelligence, cyber attacks, instruction, model.

|. INTRODUCTION

In today's technological era, attempted cyber attacks are a daily occurrence for every company
and government. In 2023, 2,814 known cyber attacks were published [1]. This is more than 8
million stolen data records of enterprises. Outainy hacking attempts, there is a chance that one
of the attempts will be successful. And the security of customer data is critical for many companies.
Especially for companies in countries where data security regulations are paramount. And there are
data security standards that companies must implement. When a data breach is successful,
companies and courts need computer forensics. Forensics collects legally permitted device and
personnel data. Forensic experts are investigating the case by checking networks, online
conversations, device history etc.

The development of artificial intelligence for cyber forensics is a popular topic among
academics. For example, an analysis of the effectiveness of artificial intelligence was carried out
using the MultiAgent Digital Investigation Tool Kit (MADIK) [2]. This technology tested the
virtual machine in 16 minutes. Although there are technologies for automatic analysis of devices,
there are not sufficient conditions for understanding the work of artificial intelligence. There are
still needs for updated reliable information.

Therefore, the object of research was the system of using artificial intelligence. The goal is to
create models to help forensics better understand the results and provide artificial intelligence with
updated information.

Il. DATA AND METHODS

The following solutions are offered to solve the problem of updating information. Using the
online archive of virus attacks and seeking help from universities. Online archives have all recorded
viruses and are available for testing. Thus, companies and manufacturers are developing new
methods of protecting devices. Turning to universities for help, there is a possibility of interest and
cooperation for joint development. A model was created to assist forensics and update data Figure
1.

The main idea of this model is to create a report, update the knowledge of the atrtificial
intelligence program and create instructions. This manual describes the operation of the program,
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how to use it, and an explanation of the program report. The instruction is constantly updated with
each change of the mine in the artificial intelligence program. The instructions should have updated
information on viruses and how the program displays them. The report should be clear, accessible
and with upto-date data. Collected data and their display must be subject to legislation.

< 1 Virus/Attacks library

A

w o |

4 A
v v
i i

ElectronicManual i

Figure 1. Cyber forensics assist model

mg Emaily/Conversations g}

> Device journal

lll. RESULTS AND ANALYSIS

After the development of the model, the advantages and disadvantages of the model were
reviewed. The main advantage of the model is constantly updated program information.
Cooperation with universities provides an opportunity to develop the program and other issues
related to security. This provides an opportunity to review the problem from different views and
experiences of scientists.

The disadvantages are the dependence on the agreement of the program developers and
relations with universities. For example, levels of access to the program, confidentiality of
information and subordination of the operation of the program in accordance with the law.

IV. DISCUSSION AND CONCLUSION

A model was developed to support cyber forensics. The model focuses on using help from
universities and online libraries. The model offers opportunities in the development of instructions
for using the artificial intelligence program and reporting the results. This method needs further
development of security issues, methods of cooperation between universities, methods of reporting
results in an accessible form.
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Abstract. This paper explores the implementation and advantages of Network Function
Virtualization (NFV) within the telecommunications sector, focusingcitical infrastructure
operators. It details the transition from traditional network architectures to NFV, highlighting the
system's topology, distributed nature, and integration with existing telecommunications
infrastructure. The discussion includes an overview of virtualized network functions (VNFs),
management and orchestration (MANO) frameworks, and the system's impact on scalability,
flexibility, and operational efficiency. The study emphasizes NFV's role in enhancing network
service delivery, reducing operational costs, and supporting the dynamic demands of modern
telecommunications services.

Keywords: Network Function Virtualization (NFV), Telecommunications, Critical Infrastructure,
Virtualized Network Functions (VNFs), Management and Orchestration (MANO)

|. INTRODUCTION

Tel ecommuni cati ons operator s pl ay a pi vot
interconnected world. Their significance extends far beyond providing connectivity; they are
fundamental to the functioning &fociety, impacting national security, economic stability, and
public safety. The uninterrupted operation of telecommunications networks enables government
agencies to coordinate national defense activities, financial institutions to execute transactions, and
emergency services to respond to crises swiftly.

The importance of telecommunications as critical infrastructure also makes it a prime target
for cyber threats. The landscape of these threats isegodring, with adversaries ranging from
individual hackers to sophisticated staponsored entities. Cyber attacks on telecommunications
infrastructure can lead to the disruption of services, theft of sensitive information, and even
compromise national security by intercepting or sabotaging communications. The potential for such
threats to disrupt economic activities is significant, as demonstrated by past incidents where attacks
on telecommunications providers led to financial losses for businesses and consumers alike.

Given these risks, the need for robust information system protection within
telecommunications operators cannot be overstated. Ensuring the security of these systems involves
not only safeguarding the integrity, availability, and confidentiality of the data they carry but also
protecting the infrastructure itself from attacks that could disrupt its operation. This requires a
comprehensive security strategy that encompasses physical security, cyber defense mechanisms,
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and resilience planning to mitigate the impact of any successful attacks. As telecommunications
networks become increasingly complex and integral to every aspect of society, the imperative for
advanced security measures and constant vigilance against cyber threats becomes ever more critical.

Il. DATA AND METHODOLOGY

The evolution of telecommunications networks from traditional, harddependent
architectures to more flexible, softwadefined solutions marks a significant shift in the approach
to network management and operation. This transformation is driven by the need for greater agility,
scalability, and cosgfficiency in response to the rapidly changing demands of digital services and
applications.

Traditional Networksinitially, telecommunications networks were built on hardweagstric
models, where specific physical devices (such as routers, switches, and firewalls) were dedicated to
particular network functions. This architecture, while stable and reliable, was inherently inflexible.
Scaling up or modifying services often required manual intervention, significant capital investment
in new hardware, and prolonged deployment times.Evolution to Sofefieed Networking
(SDN): SoftwareDefined Networking (SDN) emerged as a revolutionary approach to overcome the
limitations of traditional network architectures. SDN decouples the network's control plane (the
decisionmaking element) from the data plane (the element that forwards traffic), allowing for
centralized network management and control.

Introduction of Network Function Virtualization (NFVRuilding on the principles of SDN,
Network Function Virtualization (NFV) represents a further evolution in network design and
operation. NFV focuses on decoupling network functions from the physical devices on which they
run. Instead, functions such as routing, load balancing, and firewalls are implemented in software
that can run on standardized hardware platforms. This allows for the dynamic deployment and
scaling of network services as virtualized functions, independent of underlying hardware.

NFV enables telecommunications operators to:

1 Reduce Costs: By minimizing the need for specialized hardware and allowing for the use of
commodity servers, storage, and switches.

1 Increase Agility: By facilitating rapid deployment and scaling of network services to meet
changing demand.

1 Enhance Flexibility: By enabling network services to be moved, modified, and managed
easily in response to evolving network requirements.

The combination of SDN and NFV technologies has paved the way for more adaptable,
efficient, and scalable telecommunications networks.

[Il. RESULTS AND ANALYSIS

Network Function Virtualization (NFV) significantly enhances the agility and scalability of
telecommunications infrastructure by abstracting network functions from proprietary hardware
devices, allowing these functions to be run on standardized virtual machines across various
locations and environments. This shift has several key implications:

i Rapid Deployment and Scaling: NFV enables telecommunications operators to quickly launch
new network services and scale existing ones without the need for new physical
infrastructure. Services can be deployed, scaled up, or scaled down in response to demand
fluctuations, practically in real time.

1 Resource Optimization: By virtualizing network functions, resources can be dynamically
allocated and reallocated based on current needs, optimizing the utilization of the underlying
physical infrastructure.
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1 Innovation and Experimentation: The flexibility offered by NFV allows operators to
experiment with new services and configurations with minimal risk and cost, accelerating
innovation and the introduction of new technologies and services.

1 Geographical Independence: Virtualized network functions (VNFs) can be deployed
anywhere in the network, whether in data centers, in the cloud, or at the network edge,
enhancing service delivery and user experience.

V. DISCUSSION AND CONCLUSION

Network Function Virtualization (NFV) offers transformative potential for enhancing the
security posture of telecommunications operators through several key capabilities. Below, we
explore these capabilities and their impact on security, along with illustrative examples of

successful NFV implementations.e | ef - ni ¢ a, a gl obal tel ecommun
its NFV infrastructure, UNICA, to enhance network flexibility and efficiency. As part of this
initiative, Telef -nica | everaged NFV for dyna

to deploy and manage security services more effectively across its global network.

AT&T's Network Security Function Virtualization: AT&T has been a pioneer in integrating
NFV with its SDNenabled network, aiming to create a more flexible and responsive network
architecture. By deploying virtualized security functions, AT&T has enhanced its ability to
dynamically adjust its security posture, scaling and deploying new security services rapidly in
response to changing threat landscapes.

These examples demonstrate NFV's potential to transform the security landscape for
telecommunications operators, offering the agility, scalability, and visibility needed to protect
against today's dynamic cyber threats. Through the strategic deployment of NFV, operators can not
only enhance their security posture but also improve operational efficiency and service delivery.
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