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loT Fundamentals: loT Security

The student has successfully achieved student level credential for completing Cisco Networking Academy® loT Security course
administered by the undersigned instructor. The student was able to proficiently:

Articulate specific security challenges related to the Internet of Apply threat modeling and risk assessment frameworks and
Things. Perform threat modeling activities on an loT system at recommend threat mitigation measures.
physical, communication and application layers. Explain the impact of emerging technologies on loT Security.

Use Kali Linux penetration testing tools to identify vulnerabilities in
loT systems.
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loT Fundamentals: Connecting Things

Mpw BuBYEHHI Kypcy B MepexeBin akagemii Cisco® nig KepiBHALTBOM 3a3HA4YE€HOro HUXXYe BUKNagada, CTyaeHT NniaTeepans
CBOI 3HaHHSA Ta HAaBMYKKM 3@ HACTYNHUMW pPo3ainamu:

OsHanomnenun,, sk loT TexHonorii nepeTBoptotoTh BisHec Bonogaie 3HaHHSAMY NPO pornb Mepexi Ta TYMaHHUX OBYUCIIEHb Y PilLEHHI
loT.

Ta CycninbCTBO.
Nokasas, 5K piweHHs 0T MoXxHa BUKOpUCTOBYBATK ANA Aifkutanisauii

Bwmie 3acTocoByBaTU AaTyuKu, BUKOHABYI MexaHi3mMu Ta

. . . Gi3Hec-goaaTtkiB abo BMpilLEHHS couianbHUX Npobnem.
MikpokoHTpornepu (Arduino) ana npototuny loT-pilleHHS.

Bukopuctoye Python, Cisco PL-App Ta Raspberry Pi ans CrtBopuB giarpamy 6isHec-moaeni ansa aaHoro 6isHecy um couianbHOro

npoToTUNYBaHHs l0T-pilueHHs. 3aBfaHHs, BUKOPUCTOBYHOUM NOSOTHO GisHec moaeni.

Po3ymie ponb mepexi Ta TYyMaHHUX 004nCreHb y pileHHi [oT.
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