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CCNAvV7: lNobypnoBa, be3neka i aBToMaTM3aLia KOPMOPaAaTUBHNX MEPEX

CtyneHT ycniwHo 3006yB HeobXigHi 3HAHHA Ta YMIHHA 019 3aBepLUeHHS Ha piBHI cTyaeHTa Kypcy CCNAv7: NMobynoBa, 6e3neka i
aBTOMaTM3aLisi KOPNoOpaTUBHUX Mepex Nig KePIiBHULUTBOM iHCTPYKTOpPA, WO NignncaBca HMUXXYe. IHCTPYKTOp hbaxoBO BOJIOAIE

TaKUMN HaBNYKaMI:

* HanawTyBaHHA OSPFv2 3 BUKOPUCTaHHAM €AMHOT 06n1acTi B
Mepexkax Tuny "To4yka-To4yka", Tak i B cucteMax baratopa3oBoro
aocTyny.

* 3anpoBag)XeHHS 3ax04iB A5 NMOM'AKLLIEHHS 3arpo3 Ta NigBULWEHHS
3aXUCTy Mepexi, i3 BUKOPUCTAHHAM CMUCKIB KOHTPOJIIO AOCTYNY Ta
nepenoBux NpakTuk 6esneku.

* Peanizauia ctangapTHux ACL IPv4 ana dinbTpauii Tpadiky i
H6e3ne4yHoOro agMiHiCTpaTUBHOIrO AOCTYNYy.

* HanawTyBaHHS Ha rpaHM4YHOMY MapuwpyTusaTopi nocnyr NAT ans
3abe3neyeHHa macwTabosaHocTi agpec IPv4.

Andrey Lemeshko

YyeHb

National Technical University «Dnipro Polytechnic»
HaB4anbHUI LEHTP ANS IHCTPYKTOPIB

Ukraine

Micue po3TallyBaHHSA

Laura Quintana
VP & General Manager, Cisco Networking Academy

O6rpyHTYBaHHA MeToAUK 3abe3neyeHHs MacwTaboBaHOCTI agpec i
6e3ne4yHoro BignaneHoro poctyny ana WAN.

MosiCHEeHHSs Toro, K ONTUMI3yBaTW, KOHTPOJIIOBATU i yCyBaTH
HeCrnpaBHOCTI, MNOB'A3aHi 3 MaclwTaboBaHUMU MepeXXHUMN
apxiTekTypamu.

MosICHEHHSA TOro, Kk MepexXxHi NpUCcTpoi peanisyoTs QOS.
Peanizauis NnpoTOKONIB KEpPYBaHHSA MepeXelo.

MosicHeHHA ToOro, Ak BipTyanisauisa, NPOrpaMHO BU3HavYeHe
MepeXXHe cepefoBuLLEe Ta aBTOMaTU3aLis BNIMBAIOTb Ha PO3BUTOK
MepeXx.

10/11/2022

DaTa
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CCNP Enterprise: Core Networking

The learner has successfully achieved instructor level credential for completing CCNP Enterprise: Core Networking course
administered by the undersigned instructor trainer. The learner was able to proficiently:

* Configure L2 redundancy in an enterprise network.

* Configure EIGRP to optimize performance in an enterprise network.

* Implement advanced OSPF features to improve performance in both
IPv4 and IPv6 enterprise networks.

* Configure eBGP in a single-homed remote access network.

® Explain the concepts of multicast operation and QoS in an enterprise
network.

* Configure IP services and VPNSs to support secure, managed site-to-site
and remote-access networks.

Andrey Lemeshko
Learner
National Technical University «Dnipro Polytechnic»

Instructor Training Center

Ukraine

Location

Laura Quintana
VP & General Manager, Cisco Networking Academy

Explain how wireless topologies and antennas allow APs to pair with
WLCs in an enterprise network.

Implement secure wireless networks to manage and support wireless
roaming.

Implement advanced technologies to support a secure and scalable
enterprise network architecture.

Configure network technologies to provide secure infrastructure access.
Explain the purposes and characteristics of virtualization and network
automation.

24/06/2021

Date
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CCNA Cybersecurity Operations

Yyawmnca ycnewHo BbinoaHun sce tpebosaHma n npowen kypc CCNA Cybersecurity Operations no pykoBoACTBOM HMXXeENOANMMCaBLUErocs
WHCTPYKTOPA-UHCTPYKTOpPa. YHalnncsa NnpoaeMoHCTPMPOBaa cnegyowme HaBblKU.

* YMeHne 06bACHUTL, KaKyto pOJib BbIMOJHAET Ha NpeanpmuaTumn * YMeHMe NPMMEHATb pa3/inyHble cnocobbl NpeaoTBpaLLeHNS
aHannTukK no kmbepbesonacHocTw. HECAaHKLUVOHUPOBAHHOIO A0CTYMa K KOMMbIOTEPHLIM CETAM,

®* CnocobHOCTb onNncaTb PYHKLMN N XapaKTEPUCTUKMN XOCTaM U [OaHHbIM.
onepaunoHHbix cnctem Windows n Linux, Heobxogumble ans ®* CNocobHOCTb 06BACHUTbL POb LUNPOBAHNA B MOHUTOPUHIE
noanepXku aHanusa knbepbesonacHocTw. ceTeBon 6e3onacHoOCTK.

* YMeHne 06bACHUTb NpuHUKNNbl paboTbl ceTeBbIX * CnocobHOCTb pacckasaTb 0 criocobax onpeneneHns
MHPaCTPYKTYP. YSA3BMMOCTEN OKOHEYHbIX YCTPONCTB N aTakax Ha HUX.

® YMeHMe BbINOJIHATb aHa/n3 paboTbl CeTEBbLIX MPOTOKOJI0B U * YMeHMe oueHuBaTb npeaynpexaeHnsa 6esonacHoCcTn ceTu.
cnyx®6. ®* YMeHue BbIMOJIHATL aHasIn3 AAaHHbLIX O BTOP)XXEHUU B CeTb ON14

* YMeHue KnaccnuumpoBaTb pas/iIMYHbIe TUMbI CETEeBbIX aTak. onpeneneHns CKOMNPOMeTUPOBaHHLIX XOCTOB N YA3BUMOCTEN.

* YMeHue Ncnosib3osBaTbh CpeacTBa CETEBOr0O MOHUTOPUHIa A4 * YMeHMne 06bACHUTBL, KaK NMHUMAEHTbI 6e3onacHoCcTun
onpepeneHns atak Ha ceTeBble NPOTOKOJIbI U CNY>KObl. obpabaTbiBatoTcs CSIRT.

Andrey Lemeshko
Yyawmncs
National Technical University «Dnipro Polytechnic»

LleHTp NOArOTOBKM MHCTPYKTOPOB

Ukraine 06/05/2020

MecTo HaTa

Laura Quintana
VP & General Manager, Cisco Networking Academy
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CCNA Routing and Switching: Routing and Switching Essentials

MpY NPOXoXXAEHUN AaHHOTo Kypca obyyeHusa CeteBor akagemun Cisco® noa pykoBOoACTBOM 0603HAYEHHOIr0 HUXXE MHCTPYKTOPA Y4YallMncs
NMPOAEMOHCTPUPOBAI BbICOKUIN YPOBEHb BJIAAEHUA CNeayWNUMN 3HAHUAMU U HAaBbIKaMU:

* OnpepeneHne Toro, Kak MaplpyTusaTtop byaet
nepeHanpaBnaTb TPAadUK B 3aBUCMMOCTU OT AaHHbIX B
Tabnuue MapLipyTusaumn.

* O6bsACHEHWe NpUHLMNOB paboTbl KOMMyTaLUN B CETEBOW
cpene KoOMMaHuM MaJsioro unu cpeaHero 6msHeca.

* Icnonb30BaHNE UHCTPYMEHTOB MOHMTOPUHIA M NPOTOKOJI0B
yrnpaBJIEHNSA CETbIO AN MOMCKA U YCTPAHEHUS HEMNOMAAO0K B
ceTw.

* HacTpoika cpeacTB MOHUTOPUHIA, CYLLECTBYIOLWNX AN ceTen
KOMMaHUI Manoro u cpegHero 6usHeca.

Andrey Lemeshko

CTyneHT
NGO "Digital Bridge Ukraine"

Ha3BaHune akagemMnmn

Ukraine

MecTto

Laura Quintana
VP & General Manager, Cisco Networking Academy

HacTpoika Ha4asibHbIX NapaMeTPOB Ha CETEBOM YCTPONCTBE.
HacTpoika Ethernet-nopToB KOMMYyTaTOpa.

PasBepTbiBaHue VLAN.

BbIMosIHEHMe cTaTn4yeckon MapwpyTmsauum n RIPv2.
Peanunsauna DHCP Ha mapuwpyTusaTope.

MpumeHeHne npeobpa3oBaHus ceTeBbix aapecos (NAT).
BHenpeHne cnnuckoB KoHTpons aoctyna (ACL) ons
unbTpaummn Tpadguka.

15/07/2019

DaTa
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CCNA Routing and Switching: Connecting Networks

The student has successfully achieved student level credential for completing CCNA Routing and Switching: Connecting Networks
course administered by the undersigned instructor. The student was able to proficiently:

* Describe different WAN technologies and their benefits. ® Describe QoS operation.

* Configure and troubleshoot PPP. * Describe evolving networks including cloud, virtualization, SDN, and the
* Configure PPPoE, GRE, and single-homed eBGP. Internet of Things.

* Explain how to mitigate common LAN security attacks. * Troubleshoot end-to-end connectivity in a small to medium-sized

business network, using a systematic approach.

Andrey Lemeshko
Student
NGO "Digital Bridge Ukraine"

Academy Name

Ukraine 15/07/2019

Location Date

Laura Quintana
VP & General Manager, Cisco Networking Academy
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IT Essentials

Mpun NpoxoXXaeHnn OaHHOro Kypca obyvyeHns CeTeBor akagemum Cisco® nofd pyKkoBoACTBOM 0603HAaYE€HHOIO HUXKE MHCTPYKTOPa y4Yalluniics
NPOAEeMOHCTPUPOBAI BbICOKUA YPOBEHb BAafeHUs CaeayoWmnMmn 3HaHNAMUN U HaBblKaMu:

* Bbi6op NoAXOAAWMX KOMMOHEHTOB A5 COOPKN, PpEMOHTA UK
MOJEepHM3aLUN NepcoHasibHbIX KOMMbIOTEPOB.

* OnuncaHue NpaBUJILHOrO NCMOJIb30BaHUSA NHCTPYMEHTOB U 6e3onacHoro
BbIMNOJIHEHNS NabopaToOpHbLIX paboT.

* YCTaHOBKa KOMMOHEHTOB Npu c6opKe, peMOHTE WM MoAepHU3aLMm
NnepCcoHasibHbIX KOMMbIOTEPOB.

* OnucaHue npoueayp NpouIakTUYeckoro o6cayKBaHns, Nnoucka u
yCTpaHeHMs HenonahoK B NepcoHasbHbIX KOMMbOTEpaXx.

* YcTaHOBKa onepaumnoHHbIX cuctem Windows.

* YnpaBfeHue onepaumoHHbIMK cucteMamm Windows n nx obciy>xusaHue.

* HacTpoiika KoMMbloTepoB A5t obMeHa AaHHLIMU MO CceTu.
* HacTpolika yCTPONCTB A5 NoaKAtoHeHns K UHTepHeTy 1 061a4yHbIM
cepBucam.

Andrey Lemeshko

CTyneHT

State University of Telecommunications
Ha3BaHue akagemumn

Ukraine

MecTo

Laura Quintana
VP & General Manager, Cisco Networking Academy

OnuncaHne nopsiika MCNoJib30BaHUA U HAaCTPOMKN HOYTOYKOB 1
MOBMIbHBIX YCTPOWCTB, @ TakXXe npoueayp ynpaBsieHUs nMu.
OnuncaHme npouecca HacTponku n obecnevyeHns 6e3onacHoOCTH
MOBMbHBIX ONEePaLMOHHBIX CUCTEM W onepaunoHHbIX cuctem OS X n
Linux, a Tak)Xe noncka un ycTpaHeHus Hernonadok B ux paboTe.
YCcTaHOBKa NpMHTEpPa U HacTpolika obLiero AocTyna K HeMy B
COOTBETCTBUU C TpeboBaHUAMN.

MPUHATNE OCHOBHbIX Mep No obecnevyeHnto 6e30MacHOCTY y3na, AaHHbIX
M ceTu.

OnuncaHune ponen n oba3aHHOCTeN cneymanncTa no UT.
PaclumpeHHbI MOMCK U YyCTPaHEeHMe CII0XKHbIX annapaTHbIX U
MPOrpaMMHbIX Hermosafok.

10/11/2019

DaTa
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CCNA Routing and Switching: Introduction to Networks

B 3Tom kypce Cisco® Networking Academy noj pyKoBOACTBOM UHCTPYKTOPA-UHCTPYKTOPA, KaK YKa3aHOo HUXe, yYallnincs
NPOAEMOHCTPUPOBAJT BICOKUA YPOBEHb 3HAHWUIA O C/IeAYyLNX 3HAHMUSX N HaBblKaxX:

®* O6bsACHeHMe NpUHUMNOB PaboTbl CETEBbIX TEXHOIOMUIA. * [MpoekTupoBaHMe cxeMsbl IP-agpecaunn gnsa obecneyeHms
* O6bSAICHEHME NPUHLMMNOB BbINOJIHEHNSA YCTPONCTBAMN JOCTyMa ceTeBbIX MOAKIOYEHUI B CETU KOMMAHUN Manoro n cpeaHero
K JIOKaJIbHbIM N YAaNEeHHbIM CETEBbIM pecypcam. 6usHeca.
* OnucaHune annapaTHoOro obecneyeHns mappyTumsaTopa. * HacTpoika Ha4ajibHbIX MapaMeTpPOB Ha CETEBOM YCTPOWNCTBE.
* O6bsiICHEHME NPUHLMNOB PaboTbl KOMMYyTaLNN B CETEBON * YcTaHoBKa 6a30BOro CeTeBOro NOAKJYEHNS MEX Y
cpefe KoMnaHuM Masnoro nnam cpegHero busHeca. yCTPONCTBaMMU.

® BbINoJsIHEHME HACTPOMNKMN CPefCTB MOHUTOPUHIA,
CYLWLeCTBYOLMX 018 CeTel KOMMaHWun Manoro n cpeaHero

busHeca.
Andrey Lemeshko
Yyawmncs
National Technical University «Dnipro Polytechnic»
LleHTp NoAroTOBKN MHCTPYKTOPOB
Ukraine 18/07/2019

MecTo NaTa

Laura Quintana
VP & General Manager, Cisco Networking Academy
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